[Company Name] AI Acceptable Use Policy
Version: [1.0]    Effective date: [date]    Policy owner: [name, title]    Next review: [date, recommended every 6 months]
How to use this template: replace everything in [square brackets] and remove any section that does not apply. Have the final version reviewed by your legal or compliance advisor before adopting it. This template is general guidance, not legal advice.
1. Purpose
[Company Name] encourages employees to use artificial intelligence (AI) tools to work faster and better, as long as they do so safely. This policy explains which AI tools are approved, what information may be used with them, and the responsibilities of everyone who uses them.
2. Scope
This policy applies to all employees, contractors, and temporary staff who use AI tools for [Company Name] work, on company or personal devices. "AI tools" include chat assistants (for example ChatGPT, Claude, Gemini, Microsoft Copilot), AI features built into other software, image, voice and video generators, and AI browser extensions.
3. Approved tools
Only the tools below may be used for company work. Use company-provided accounts, never personal accounts.
	Tool / plan
	Approved uses
	Data allowed (see Section 4)

	[e.g. ChatGPT Team / Copilot for M365]
	[drafting, summarizing, research]
	[Green and Yellow]

	[tool]
	[uses]
	[Green only]

	[tool]
	[uses]
	[ ]



To request a new tool, contact [name/role]. Requests are reviewed for data handling terms, security, and cost before approval. Free consumer versions of AI tools are not approved for company data unless listed above.
4. What information you may use
Classify information before you put it into any AI tool:
GREEN: Public or non-sensitive. Published marketing content, public website text, general research questions, your own writing with no client or personal details. Allowed in any approved tool.
YELLOW: Internal. Internal procedures, non-confidential project notes, anonymized examples. Allowed only in approved business-plan tools listed for Yellow data.
RED: Restricted. Never enter into AI tools unless a specific tool is approved for it in writing. Includes: client confidential information, personal information (names with contact, financial, or health details), Social Security or ID numbers, passwords, API keys and credentials, financial account details, health information, information under NDA, unreleased financial results, and [add your own].
When in doubt, treat information as Red, remove identifying details, or ask [name/role].
5. Rules for using AI output
You are responsible for anything you create with AI. Review all output for accuracy before using it.
Verify facts, figures, names, quotes, citations, and legal or technical statements against reliable sources. AI tools can produce confident but false information.
Do not send AI-generated content to clients, customers, or the public without human review.
Do not use AI to make final decisions about people, such as hiring, firing, discipline, credit, or pricing for individuals, without human review and [manager / HR] approval.
Check that output does not copy copyrighted material or infringe trademarks.
[Optional] Disclose AI assistance where required by clients, contracts, or regulation, or when a reasonable person would expect to know.
6. Security
Use only company accounts with multi-factor authentication enabled.
Do not install AI browser extensions, plugins, or apps without approval. Many request broad access to email, files, or browsing data.
Be alert to AI-powered scams: realistic phishing emails, cloned voices, and deepfake video calls. Verify unusual requests for money, credentials, or data through a known, separate channel.
Do not connect AI tools to company email, files, or systems (for example through integrations or agents) without approval from [IT contact].
7. Reporting problems
Report the following to [name/role or email] immediately: Red information entered into an AI tool by mistake, AI output that caused or nearly caused a mistake with a client, or a suspected AI-enabled scam. Reporting quickly helps us limit harm. Good-faith reports will not result in discipline.
8. Training
All users must complete [AI basics training / this policy review] before using approved tools, and refresh it [annually].
9. Violations
Violations of this policy may result in loss of access to AI tools and disciplinary action, in line with [Company Name] policies.
10. Review
AI tools and regulations change quickly. [Policy owner] will review this policy at least every [six months] and when new tools are adopted.
Acknowledgment
I have read and understand the [Company Name] AI Acceptable Use Policy and agree to follow it.
Name: ______________________    Signature: ______________________    Date: __________

Template provided by outshined.io: practical AI for business.

